MamAatKa

be3onacHocTb B UHTEpHeTe

C KaxkapIM rogom MOJIOAEKM B MHTEPHETE CTaHOBUTLCA HObLUE, @ LUKOIbHUKM O4HU U3 CaMbIX
aKTMBHbIX NO/Ib30BaTeNel PyHeTa. Mexay Tem, MOMUMO OFPOMHOTO KOJIMYECTBa BO3MOMKHOCTEN,
WMHTEepHEeT HeceT 1 Npobsiembl. ITa NaMATKA A01KHA NOMOYb Tebe 6e30nacHO HaxoAMTbCA B CETU.

KomnbloTepHble BUPYChI

KomMnboTepHbI BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm, OTANYUTENbHOM
0COBEHHOCTbIO KOTOPO ABASETCSA CNOCODOHOCTb K Pa3MHOMKEHUIO. B onoIHEHME K 3TOMY, BUPYCbl MOTYT
noBpeAnTb UAN NONHOCTbIO YHUUYTOXKMUTb BCe Galinbl U AaHHbIe, MOAKOHTPObHbIE MOAb30BaTENIO, OT
MMeHM KOToporo bbiia 3anyLleHa 3apaskEHHaA NPOrpaMma, a Tak»Ke MoBPeAnTb UAN AaXKe YHUUTOXMUTb
OrnepauMoHHYI0 cUcTemy co Bcemu daiinamm B Lenom. B 601bLIMHCTBE C/ly4aeB pacnpoCTpaHAKTCA
BMPYCbl Yepes MHTEPHET.

MeTozpbl 3aLMTbl OT BPEAOHOCHbIX MPOrpamm:

Mcnonb3yii coBpemeHHble onepaLoHHbie CUCTEMBI, UMetoLLMe CePbE3HbIN YPOBEHb 3alLUTbI OT
BPEAOHOCHbIX MPOrpamm;

MocTosAHHO ycTaHaBAMBal NayT (UMdpPoBble 3anaaTkM, KOTOpble aBTOMaTUYECKN YCTaHaBIMBAOTCA C
Lenblo A0PabTKM Nporpammsl) U Apyrne o6HOBAEHUA CBOEM onepauMoHHON cucTembl. CKaunBam nx
TO/IbKO C opUUManbLHOro canta paspabortunka OC. Ecam cylecTByeT pesknum aBTOMaTUYECKoro
0bOHOB/IEHUSA, BKNIOYM €rO0;

PaboTali Ha cBoeM KOMNblOTEPE NOA NpaBaMu NO1b30BaTeENIA, @ HE aAMUHUCTPATOPA. 9TO He N03BOAUT
60/'IbLLIMHCTBy BPEOOHOCHbIX NPOrpaMm UMHCTAaNNINPOBATLCA Ha TBOEM NEPCOHA/IbHOM KOMMbIOTEPE;

Mcnonb3yi aHTMBUPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHbIX MPOU3BOANTENEN, C aBTOMATUYECKUM
obHoBNeHNem b6a3s;

OrpaHnyb GM3MYECKMA AOCTYN K KOMMbIOTEPY A8 NOCTOPOHHMUX UL,

Mcnonb3yii BHEWHWE HOCUTENN MHOPMALLMM, TaKME KaK deLlKa, ANCK Uan Gpain U3 MHTEpHETa, TO/IbKO
13 NpodepeHHbIX UCTOYHUKOB;

He oTKpbliBait KoMMbloTepHble daiinbl, NOAYYEHHbIE U3 HEHAAEKHbIX NCTOYHUKOB. [laxke Te daibl,
KOTOpble NPUCAAN TBOM 3HAKOMbI. JlydLle YTOUHWU Y HETFO, OTNPABAAN /M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA Nepeaayun AaHHbIX, He TEXHOOMMA, a BCEro nmiib 6peHa, mapka. Eue 8 1991 roay
HUAEepPNAHACKas KOMNaHUA 3apernctpmposana bpeHa « WECA», uto 0603Ha4yano cnoBocoYeTaHue
«Wireless Fidelity», KoTopblli nepeBoaMTCA Kak «becnpoBogHan TOYHOCTb». [lo Hallero BpemeHu golna
Apyras abbpesunaTypa, KOTopasa ABAAETCA TAKOW Ke TexHonornen. 3to abbpesmnatypa «Wi-Fi». Takoe
Ha3BaHWe Obl10 4aHO C HAMEKOM Ha CTaHZapT BbICLLIMIA 3BYKOBOM TeXHUKM Hi-Fi, 4To B nepesBoae
O3HAYaeT «BbICOKAA TOYHOCTbY.
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[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTeNAX U a3ponopTax ABAAETCA OT/IMYHON BO3MOMKHOCTbIO
BbIXOAa B MHTepPHET. Ho MHOrMe 3KcnepTbl cyMTaloT, YTo 0bLeaocTynHble Wi-Fi ceTn He aBastoTcA
6e3onacHbIMN.

CoBeTbl No 6e3onacHocTM paboTe B 0bwenocTynHbix ceTax Wi-fi:

He nepepnasait cBOKO NYHYIO MHPOpPMaLMIO Yepes obuiegocTynHble Wi-Fi ceTn. PaboTan B HUX,
KenateabHo He BBOAWTb NapOo/in A0CTyna, I0rMHbl U KakKne-To HomMmepa,

Ncnonb3yii M1 06HOBANA aHTUBUPYCHbIE Nporpammbl U bpaHamayep. Tem cambiM Tbl 06e30nacuilb cebs
OT 3aKa4KM BMpPYCa Ha TBOE YCTPOMCTBO;

Mpu ncnonbzosaHmm Wi-Fi oTkntoum dyHKumto «06wmii goctyn K paihinam u npuHTepam». [JaHHasn
dYHKLMA 3aKPbITa MO YMONYAHUIO, O4HAKO HEKOTOpPbIE NO/Ib30BATENM AaKTUBMPYIOT eé ana yaobctea
NCno/sib3oBaHMs B paboTe nam yyebe;

He ucnonb3yit ny6andHbii WI-FI gns nepegayun AMYHbIX AaHHbIX, Hanpumep 444 BbixoAa B cOUManbHble
CETU UM B 3IEKTPOHHYIO MOYTY;

Mnonb3yi TONbKO 3ameHHoe coeguHeHune Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca
BBOAMN UMeHHO «https://»;

B mobunbHom TenedoHe oTKAoUM dyHKuMIo «lMogKntoueHune K Wi-Fi aTomaTtnyeckn». He gonycKai
aBTOMaTMYECKOro NOAKAYEHUA YCTPOICTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CouManbHble CETU aKTUBHO BXOAAT B Hallly }KM3Hb, MHOTMeE l0AN paboTaloT U KMBYT Tam MOCTOAHHO, a B
Facebook y»ke 3aperncrpmpoBaH MuUaMapa, Ye10BEK, YTO ABAETCA OAHOM CelbMOI BCEX KUTeNekn
naaHeTbl. MHOIMMeE NOb30BaTENN HE MOHUMALOT, YTO MHOPMaLMA, Pa3MellleHHaa UMU B COLManbHbIX
ceTaAX, MOXKeT bbITb Hall4eHa 1 UCNO/b30BaHa KeM YroaHo, B TOM YMc/e He 06s3aTenbHO ¢ 6aarumm
HaMepeHUaMMU.

OcHoBHble coBeTbI N0 6€30MacHOCTM B COUMANbHbIX CETAX:
OrpaHuyb CNMCOK Apy3el. Y Teba B Apy3baAX HE AOKHO BbITb CYYaANHbIX M HE3HAKOMbIX /ll0AeH;

3awuMLLain CBOIO YacTHYIO XMU3Hb. He yKa3biBail Naponu, TenedoHbl, agpeca, AaTy TBOETO POXKAEHUA U
APYryo IMYHYI0 MHGOPMALMIO. 310YMbILLNEHHUKM MOTYT MCNONb30BaTb AaKe MHPOPMaLMIO O TOM, KaK
Tbl U TBOU POAUTENN NJAHNPYETE NPOBECTU KAaHUKYbI;

3almiLali cBOO penyTaumio - AeprKu ee B YNCTOTe U 3agaBal cebe Bonpoc: xoTen 6bl Tbl, YTOObI Apyrue
No/1b30BaTeNIM BUAE/M, UTO Tbl 3arpyKaewb? MNogyman, npexkae yem 4to-To onybankoBaTb, HanNnUcaTb U
3arpysuTs;

Ecnu Tbl roBopULLb C NH0AbMMU, KOTOPbIX HE 3HAelb, He MCHOﬂb3yﬁ CBOe peasibHOoeE MMA U ApPYryro
JTNYHYIO VIHCI)OpMaLI,VIVI: nMMA, MEeCTO XUTENbCTBA, MeCTO yLIE6bI N npoyee;

MN3beraii pasmelteHua potorpaduit B UHTEpHETE, rae Tol M306pakeH Ha MEeCTHOCTU, N0 KOTOPOWM MOXKHO
onpeaennTb TBOE MECTOMO/NOMKEHNE;

Mpu perncTpauum B COLLMaNbHOM CETU HEOBXOAMMO MCNOJIb30BATL C/1I0XKHbIE NAPO/IM, COCTOALLME U3
6YKB U LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;
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[na coumanbHOM CeTU, NOUTbI U APYrMX CalTOB HEOBXOAMMO MCMONb30BaTb Pa3Hble Napoaun. Toraa ecam
Tebs B3/10MatoT, TO 3/10YMbILWAEHHUKM NOAYYaT A4OCTYN TONbKO K 0A4HOMY MECTY, a He BO BCe Cpasy.

DNIEKTPOHHbIE AEHbIN

DNEKTPOHHbIE AEHbIM — 3TO OYeHb YA06HbIN cnocob naatexei, 04HaKO CYLLECTBYIOT MOLIEHHUKN,
KOTOpble XOTAT NONYUYNTb 3TU AEHbIU.

NEeKTPOHHbIE AeHbrM NOABUANCL COBCEM HeAaBHO M MMEHHO M3-3a 3TOM0 BO MHOIMX rocyAapcTeax Ao
CUX NOP He MPOMNMCaHO NPO HMX B 3aKOHax. B Poccum ke oHM GYHKUMOHMPYIOT U O HUX YXKe NPONUCaHo B
3aKOHe, rae Ux pasaenatoT Ha HECKONbKO BUAOB — @aHOHMMHbIE U HE aHOHUMHbIe. PasHuUa B TOM, YTO
aHOHMMHbIe - 3TO Te, B KOTOPbIX pa3pellaeTca NPoBoANTL onepaunn 6e3 naeHTMduKaLmm
No/1b30BaTeNA, @ B HEAHOHWMHbIX NAEHTUOUKALLMM NOb30BaTeNA ABAAETCA 065A3aTeIbHOMN.

Takxe cneayet pa3nnyaTh 3/IEKTPOHHbIE dMaTHbIe AeHbIU (pPaBHbI FOCYAaPCTBEHHbIM BatoTam) U
3N1EeKTPOHHble HedMaTHble AeHbIM (He paBHbI FOCYAapPCTBEHHbIM BalloTam).

OcHoBHble coBeTbl N0 6e30nNacHOM paboTe C 3NEeKTPOHHbIMM AeHbIraMM:

MpuBAXKM K c4eTy MOBUbHDBIN TenedoH. ITO cambli YA06HbIN U 6bICTPbIN cNOco6 BOCCTAHOBUTL AOCTYN
K cyeTy. MNpuBA3aHHbIN TenedoH NOMOKET, ecn 3abyaeLlb CBOW NAaTEXHbIMA Napoib UM 3aiaellb Ha
CaWNT C HE3HAKOMOTO YCTPOICTBA;

Mcnonb3yit oaHopa3oBble naponun. Mocie nepexoaa Ha YCUNEHHYI0 aBTopu3aLumio Tebe yxe He byaeT
YrpoXKaTb OMacHOCTb KPaXkmn UM nepexsarta NaaTexHoro napons;

Bbi6epu cnoXHbI Naponb. MpecTynHukam byaeT He NPOCTO yraAaTh COMKHbINA Naponb. HageHble
napo/sM — 3TO NapO/in, KOTOPbIE COAEPKAT He MeHee 8 3HaKOB M BKIOYALoT B cebs CTPOUHbIE U
nponucHble 6yKBbl, UMdPbI U HECKOIBKO CUMBOJIOB, TaKMe KaK 3HaK 40/11apa, GyHTa, BOCKAMLATEbHbIN
3HaK 1 T.n. Hanpumep, StRONg!;;

He BBOAM CBOM INYHbIE AaHHbIE HA caﬁTax, KOTOpbIM HE AoBepAeLlb.

DNIEeKTPOHHAA NoYTa

NEeKTPOHHaA NoYTa — 3TO TEXHO/IOTUA U NPeAO0CTaBAAEMbIE 10 YCYrM MO NepPechiIKe U NOYYEHNIO
3N1EKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpeaensoTca B KOMMNbOTEPHOMN ceTh. O6bIYHO 3NEKTPOHHbIN
MOYTOBLIN ALLMK BbIFAAAMT CAeyoWnMMm 06pa3om: MMA_No/b30BaTena@uma_aomeHa. TaksKe Kpome
nepenayn NPoCToro TeKCTa, MMeeTcs BO3MOXKHOCTb NepeaasaTh daiibl.

OcHoBHble coBeTbl Mo 6e3onacHoi paboTe ¢ 31EKTPOHHOW NOYTOM:

Hago BbibpaTb NpaBU/bHbIN NOYTOBLIN CEpPBUC. B MHTEpPHETE eCcTb OrPOMHbIN Bbl6Op BecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO /ydlle AOBEPATb TEM, KOFO 3HaEellb U KTO NepBblii B PEUTUHTE;

He yKa3sbliBaW B IMYHOM MouTe IMYHYI0 nHbopmaumio. Hanpumep, nyywe BbibpaTh
«MY3blKanbHbIN_dpaHaT@» nnan «pok2013» BmecTo «Temal3»;

Mcnonb3yi ABYX3aTanHy aBTOpPU3aLMIO. ITO KOr4a NOMUMO NAPOAA HYXKHO BBOAUTb KO, MPUCbIIAEMbIi
no SMS;

Bbibepu cnoHbI Naponb. s KaxKaoro NoYToBOro ALLMKA A0MKEH ObITb CBOM HafEeKHbIN, YCTONYMBbLIN
K B3/10MY Mapob;
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Ecnun ecTb BO3MOXKHOCTb HanNucaTb camomy CBOW /INYHBIN BOMpPOC, VICI'IOJ'Ib3yl7I 3TY BO3MOXHOCTb;

Mcnonb3yii HECKO/IbKO NMOYTOBbIX AWMKOB. MepBbili 418 YaCTHOM Nepenncky c agpecataMmm, KOTOPbIM Tbl
AoBepsellb. ITO 3/1eKTPOHHbIN aApec He HaZo MCMOAb30BaTb NPW PErMcTPauUmn Ha Gopymax 1 canTax;

He oTKpbIBal paiinbl U gpyrve BNOXKEHUA B MUCbMAX AaKe ec/iv OHU NPULIAKN OT TBOMX Apy3ei. Jlydwe
YTOYHW Y HUX, OTNPABASAAN NN OHU Tebe 3Tu daitnbl;

MNMocne oKoHYaHMA pPaboTbl HA NOYTOBOM CEPBUCE NMepes 3aKpPbITUEeM BKIa[KM C CaliTOM He 3abyab
HakaTb Ha «BbIATU».

KnbepbyanmHr unm BUpTyasbHOE U34eBaTeNbCTBO

KnbepbynnuHr — npecnefoBaHne coobLEHMAMM, COAEPKALLMMM OCKOPDBIEHNA, arpeccuio,
3anyrmBaHuWe; Xy/IMraHCTBO; CoLManbHoe 6OMKOTUPOBAHME C MOMOLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

He 6pocaiicsa B 60it. Jlydlimin cnocob: NoCoOBETOBATLCA KAk cebsi BECTU U, €C/IN HET TOF0, K KOMY MOXKHO
06paTUTbLCA, TO BHaYasle YyCNOKOUTLCA. Ecn Tbl HauHelb 0TBeYaTb OCKOPBAEHUAMKN Ha OcKopbaeHUA, TO
TOJIbKO elle 60/iblle pa3oKKellb KOHGJIUKT;

Ynpasnai ceoei kKnbeppenytauuei;
AHOHMMHOCTb B ceTU MHMMasA. CyLLecTBYOT Cnocobbl BbIACHWUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

He cToWT BeCTU XyAUraHCKMiA 06pas BUPTYanbHOM KMU3HU. UHTepHET PpUKCMpyeT BCe TBOM AEACTBUA U
COXpaHSAET UX. YOanuTb ux byaeT KpaiHe 3aTpyaAHUTENbHO;

Cobntogait CBOM BUPTYasibHYIO YECTb CMOJIOAY;

UrHopupyi eAnHUYHLII HeraTue. O4HOPa30Bble OCKOPBUTE/IbHbIE COOBLLEHMA NyYlle UTHOPMPOBaTD.
O6bIYHO arpeccus NpPeKpaLaeTca Ha HauyanbHOM CTaauu;

baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COO6UJ,€HMF|MM, B COUMaNIbHbIX CETAX €CTb
BO3MOXHOCTb 6/'IOKM|:)OBKVI OoTnpaBKu COO6LU,eHVIﬁ conpegeneHHbIX aapecos,

Ecnm Tbl cBuaeTenb knbepbynnuura. TBou feicTBMA: BbICTYNUTL NPOTUB NpeciefoBaTens, NokasaTh
emy, YTO ero AeNCTBMA OLLEHNBAIOTCA HEraTUBHO, MOAAEPKATb KEPTBY, KOTOPOW HY>KHa
NCUX0A0rMYecKas MOMOLLb, COOBLMTL B3POC/bIM O GpaKTe arpeccUBHOTO NOBEAEHUA B CETU.

MobunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI M NAaHLLETbl coaep:KaT B cebe BNOHe B3pOC/bll GYHKLMOHAN, U Tenepb
OHM MOTYT KOHKYPMPOBATb CO CTAaLUMOHAPHbIMM KOMMbtoTepaMn. OHaKO, CpeacTB 3alUnTbl ANA
NoA06HbIX YCTPOMCTB NMOKa 04EHb Masio. TeCTUPOBAHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He TaK
WMHTEHCUBHO, Kak ana MK, To ke camoe KacaeTca n MobuabHbIX NpunoxeHuin. CoBpemeHHble
MobuNbHble Bpay3epbl yKe NPaKTUYECKM AOTHANN HAaCTO/IbHbIE aHAN0MM, OAHAKO paclnpeHme
dYHKUMOHaNa BaeyeT 3a coboi 60/bLUYIO CIOXKHOCTb U MEHbLLYHO 3alMLLEHHOCTb. [Janeko He Bce
NpPou3BOAUTENN BbINYCKAOT OOHOBNEHMA, 3aKPbIBAIOLLME KPUTUYECKUE YAZBUMOCTM A1 CBOUX
YCTPOWMCTB.

OcCHOBHble coBeTbI ANA 6e30nacHOCTU MOBUNBLHOTO Tened)OHa:
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Huuero He aBnseTca no-HacTosawemy 6ecnaaTtHbiM. Byab ocToporkeH, Beab Koraa Tebe npegnarator
6ecnnaTHbIA KOHTEHT, B HEeM MOTYT 6bITb CKPbITbl KAKMe-TO M/iaTHbIe YCayru;

Adyman, npexge Yyem otnpasuTb SMS, poTo nnmn Buaeo. Tbl TOYHO 3HaELWb, r4e OHWM ByayT B KOHEYHOM
utore?

Heobxoanmo 06HOBATL ONEPALMOHHYIO CUCTEMY TBOEro CMapTPOHa;
Mcnonb3yi aHTUBUPYCHbIE NPOrpaMmmbl g1 MOBUNbHbLIX TenedoHOB;

He 3arpy:kalt npuaoxeHuns oT HEM3BECTHOrO UCTOYHMKA, BeZlb OHM MOTYT COAEPKaTb BpegoHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro KakK Tbl BblAELWb C CaiTa, r4e BBOAUA IMYHYIO MHPOPMaUMIo, 3aiam B HACTPOMKK bpaysepa
n ygann cookies;

Mepunoanyeckn Nposepaii Kakme naaTHble YCAYrM akTUBMPOBaHbI Ha TBOEM HOMEPE;
JaBaii cBo Homep MObUIbHOTO TesiedOHa TOMBKO /IIOAAM, KOTOPbLIX Tbl 3HAELb U KOMY A0BEpPAeLLb;

Bluetooth goneH 6bITb BbIKAKOYEH, KOTAa Tbl UM He Nonb3yelbca. He 3abbiBait MHOrAa NpoBepsTh 3TO.

Online unrpbl
CoBpemeHHble OHNaNH-UTPbl — 3TO KPaCoYHble, 3aXBaTbIBatoLLME pa3BaedYeHns, obbeanHALINE COTHU

TbICAY YENOBEK N0 BCeEMY MUPY. MIrpOKK nccnenytoT AaHHbIM MM MUp, 06LWAI0TCA APYr C APYrOMm,
BbINOIHAOT 3aZaHWA, CPAXKAIOTCA C MOHCTPAMM M MOYYatoT OMbIT. 33 YA0BOALCTBME OHU NAATAT:
MOKYNatoT AMCK, OMNIaYnBaloT aboOHEMEHT WM NPMOBPETAIOT KaKkne-To onuuu.

Bce 3Tv cpeacTBa MAYT Ha NoaAeprKaHMe M Pa3BUTUE UMPbI, @ TaKKe Ha caMmy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3ALMK, BbINYCKAKOTCA HOBbIE NaTuu (LMdpoBble 3anaaTku ana
nporpammy), 3aKpblBatOTCA YA3SBUMOCTUN CEPBEPOB. B N0A06HbIX Mrpax CTOMT OMacaTbCA He CTO/IbKO CBOMX
CONEPHMKOB, CKOJIbKO KPaXku TBOETo Naposs, Ha KOTOPOM OCHOBaHa CMCTEMA aBTOPU3aLMn
60/1bWMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTM TBOEro NUTPOBOro aKKayHTa:

Ecnu gpyron urpok seget ceba nioxo unm cosgaet Tebe HenpPUATHOCTM, 3aBNOKUPYI ero B Crincke
UIPOKOB;

I'Iomanyﬁcn AOMUNHUCTPATOPAM UTPbl Ha NJI0OX0€E noBeaeHne 3TOro UrpokKa, KenatesibHO NPUAOKUTb
KaKne-To gOKa3aTesibCTBa B BUAE CKPUHOB,

He yKa3blBalt IMYHYO MHbOPpMaLMio B npodaiiie urpbl;
YBakal Apyrux y4aCcTHUKOB MO UTPE;

He ycTtaHaBnuBai HeopuLMaabHble NATYM U MOAbI;
Mcnonb3yii CNoXKHbIE U pasHble NApoau;

Jaxe Bo BpemMA Urpbl He CTOUT OTK/IKOYATb aHTUBUPYC. Moka Tbl nrpaeLllb, TBOWM KOMNbKOTEP MOTYT
3apa3nTb.
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DPULINHT MK KpaXKa IMYHbIX AaHHbIX

O6bIYHON Kpaykel AeHer N JOKYMEHTOB CEroHs yKe HUKOro He yamsuflub, HO C pa3BUTUEM UHTEPHET-
TEXHOJIOTUI 310YMbILLNEHHUKN NePeMECTUIUCL B UHTEPHET, U MPOAO/KAIOT 3aHMMATbLCA «IH0BUMbIM»
Aenom. Tak NosBUNACb HOBAasA Yrpo3a: MHTePHET-MOLIEHHNYECTBa UK GULLIMHT, TNaBHasA LUeNb KOTOPOoro
COCTOMT B NOAYYEHUM KOHPUAEHUMANBHBIX AaHHbIX NONb30BaTeNIe — JIOTMHOB M Naposieit. Ha
aHrIMMCcKoMm asblke phishing untaetca Kak ¢uwmHr (ot fishing — pbibHas nosas, password — naposb).

OcHoBHble coBeTbl N0 bopbbe ¢ PUWMNHIOM:

Cneam 3a cBOMM aKkayHTOM. Ecam Tbl no03peBaelllb, YTO TBOA aHKeTa bbina B3/lomaHa, To HeobxoaMmo
3a0/10KMpPOBATb €€ N COOBbLWUTL agMUHUCTPATOPaM pecypca 06 3TOM KaK MOXKHO CKopee;

Mcnonb3yit 6e3onacHble Be6-calTbl, B TOM YNCNE, UHTEPHET-MArasmHOB U NMOUCKOBbIX CUCTEM;

Mcnonb3yii cNoXKHble U pasHble Napoan. Takum obpasom, eciv Tebs B310MatoT, TO 3/10YMbILWAEHHUKU
MoAy4aT A4OCTyM TONbKO K 04HOMY TBOEMY NPoduI0 B CETH, a HE KO BCEM;

Ecnu Tebs B3niomann, To HeobxoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble A06aBneHbl y
Tebs B Apy3bsX, O TOM, 4TO TeBA B31OMANU U, BOSMOMKHO, OT TBOEIO MMEHM ByAeT pacchinatbcA cnam u
CCbIZIKM Ha GULUMHTOBbIE CaliTbl;

YcTaHoBM HaaeHbI naposb (PIN) Ha MOBUAbHLIN TenedoH;
OTK/Il0YM coxpaHeHue napona B bpaysepe;

He oTKpbIBalt Gpaiinbl U gpyrve BAOXKEHUA B NTUCbMaX AaXKe eCv OHW NPULWAK OT TBOMX Apy3ei. Jlydywe
YTOUHW Y HUX, OTNPABAAAN I OHU Tebe 3TK daibl;

Undposana penyTtaums

LUndposaa penytauma - sTo HeraTMBHaA UAM No3MTUBHaA MHGOpMaLMA B ceTu o Tebe.
KomnpomeTupytow,an nHpopmama pasmeLleHHas B UHTEPHETE MOXKET Cepbe3HbIM 06pasom
OTPa3nTbCA HA TBOEWN peasibHOM XU3HU. «Lindposasa penyTtauma» - 3T0 TBON MMULK, KOTOPbI
bopmupyetca n3 nHpopmaumm o Tebe B MHTEPHETE. TBOE MECTO XKUTENLCTBA, y4ebbl, TBOE PUHaHCOBOE
NosIoXKeHWe, 0COBEHHOCTU XapaKTepa W PacCKasbl 0 6M3KUX — BCE 3TO HaKaNAMBAETCA B CETU.

MHorve NoApPOCTKN NErKOMbICNIEHHO OTHOCATCA K NyBAMKALUM INYHOK MHPOPMaLMK B UHTepHETe, He
NMOHMMan BO3MOXKHbIX NocneacTBMI. Tbl flaXKe HE CMOXKeELLb A0rafaTbCa 0 TOM, YTo poTorpadus,
pasmelleHHas 5 1eT Hasag, cTana NPUMYMHOMN OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmeleHne TBoux potorpaduii n apyrue AenNcTBUA MOTYT HE MCUE3HYTb Aarke nocne
TOTO, KaK Tbl UX yAanuwb. Tbl HE 3HaELb, KTO COXPaHWA 3Ty MHPOPMALMIO, MOMNana M OHA B MOMCKOBbIE
CUCTEMbI M COXPaHWIACh /I OHa, A INaBHOE: YTO NoAyMatoT 0 Tebe OKpy:KatoLee N0aM, KOTOpbIe HakayT
M yBUAAT 3T0. HailtTn nHbOpPMALLMIO MHOTO NIET CYCTA CMOMKET Nt060I — KaK U3 06pbIX NOBYKAEHWUIA, TaK
N C HAaMepeHNeM NPUIYNHUTL Bped,. ITO MOXKET BbITb KTO YroAaHo.

OCHOBHble COBETbI MO 3aLmTe UNdPOBOI penyTaumnu:
Moaymain, npexae yem 4To-To Ny6AMKOBaTh M NepeaasaTb y ceba B 610re UK B COLMANbHON CETH;

B HacTpoliKax Npoduasa ycTaHOBM OrpaHNYEHMsA Ha MPOCMOTP TBOEro NPodUIA U ero COAEePKUMOTo,
caenan ero TONbKO «ANA Apy3en»;
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He pasmeLualt U He yKasbiBal UHOPMaALLMIO, KOTOPAS MOKET KOro-1Mbo 0CKopbAsATb AN 0BUKaTb.

ABTOpPCKOE NpaBo

CoBpeMeHHble WKObHUKMU— aKTMBHbIE N0Ab30BaTENM UMPPOBOro NpocTpaHcTea. O4HAKO AaneKo He Bce
3HAIOT, YTO NOJIb30BAHNE MHOTMMW BO3MOXKHOCTAMM LMPPOBOro Mmnpa Tpebyet cobatoaeHMA npas Ha
WHTENNeKTYaIbHYH0 COBCTBEHHOCTb.

TepMuUH «MHTENNEeKTYyaNnbHaA COBCTBEHHOCTb» OTHOCUTCA K Pa3/TIMYHbIM TBOPEHUAM YE/T0OBEYECKOIO YMa,
Ha4YNHaA C HOBbIX M306peTEHMl\/‘I M 3HAKOB, O603Ha‘-IaI'OI.IJ,MX COBCTBEHHOCTb Ha NPOAYKTblI N yCnyrn , n
3aKaH4YMBaA KHUrammy, d)omrpacbvmmm, KMHO¢MﬂbMaMM N My3blKa/ibHbIMU NpoOnU3BeaEeHNAMN.

ABTOpPCKME NpaBa — 3TO NpaBa Ha UHTE/IEKTYasIbHYO COBCTBEHHOCTb Ha NPOMU3BeAeHUSA HayKK,
InTepaTypbl M UCKYcCTBA. ABTOPCKME NMpaBa BbICTYNaoOT B KAYECTBE rapaHTMM TOro, YTO

WHTE/IIEKTYa IbHbIN/TBOPYECKUIA TPy A aBTopa He ByaeT HanpacHbIM, AacT eMy Crpaseanmsble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOEro Tpyaa, Noay4nTb M3BECTHOCTb U NpU3HaHKe. HUKTO
6e3 paspelleHns aBTopa He MOMKET BOCMPOU3BOAUTb €ro NPoM3BeAeHNE, PacnpoCTPaHATb, Ny6AMYHO
AEMOHCTPUpPOBaTb, NPoAaBaTb, UMNOPTMPOBATb, MYCKaTb B NPOKAT, NyH6JANYHO UCNONHATD,
NnoKa3blBaTb/MCNONHATbL B 3pUpe uan pasmewaTb B UHTepHeTe.

Mcnonb3oBaHue «MMpPaTCKOro» NporpaMmmHOro obecneyeHmns MoXKeT NPUBECTU K MHOTUM PUCKaMm: OT
NoTepu AaHHbIX K TBOMM aKKayHTamM A0 610KMPOBKM TBOETO YCTPOMCTBA, r4e YCTaHOB/EHHbIN He
NeranbHan nporpamma. He cTouT Tak:Ke 3abbiBaTb, YTO CyLLECTBYET SeranbHble U becnnaTHble
NporpamMmbl, KOTOPbIE MOYKHO HalTU B CETU.

O noprtane

CeTeBMYOK.pd — TBOM [/1aBHbIN COBETYMK B CETU. 34€Cb Thl MOXKELLb
Y3HaTb O 6e30MacHOCTU B CETU MOHATHbLIM U OOCTYNMHbIM A3bIKOM, a
NpPW BO3HUKHOBEHUM KPUTUYECKOMN CUTyaLMKM 06PaTUTLCA 33 COBETOM.

OpraHu3aTop npoekTa — «baor WKonbHOro BcesHaMknu» www.e-
parta.ru UHPopmaLMOHHO-NO3HaBaTENbHbIN NOPTan ANA NOAPOCTKOB.

Mpu nogaepxKkn HIM «J/lura 6esonacHoro uHTepHeTa», FlocyaapcreeHHan yma PO n Coset Peaepauymm
P®. MpoeKT MMeeT NONOKUTENBHOE IKCNEPTHOE 3aKatoueHNe MUHUCTEPCTBa 06pa3oBaHmMA U Hayku PO.
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